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Name: Avinash Konakalla
Mail Id: hcavinashkonakalla@gmail.com
Contact No: +1 856 226 1949
Professional Summary: 
· Over 10+ years of deep experience in designing, developing, and delivering Java-based enterprise applications in banking, healthcare, telecom, and fintech domains.
· Mastery of Java 8 through Java 21, utilizing latest language features such as lambdas, streams, sealed classes, records, pattern matching, and virtual threads.
· Hands-on expertise with Spring Boot, Spring MVC, Spring Security, Spring Cloud, Spring Batch, and Spring AOP to build scalable microservices.
· Skilled in architecting and deploying cloud-native applications on AWS (EC2, S3, Lambda, ECS, EKS, API Gateway, DynamoDB, RDS) with multi-region and multi-account strategies.
· Experience with Microsoft Azure AKS, DevOps, and Active Directory, as well as Google Cloud Pub/Sub, Cloud SQL, and monitoring services.
· Proficient in containerization using Docker, Kubernetes, OpenShift, and Helm Charts for automated deployment and scaling.
· Infrastructure automation using Terraform, CloudFormation, Ansible, and Terragrunt for infrastructure as code and configuration management.
· Designing and implementing secure APIs with OAuth2, OpenID Connect, JWT, SAML, RBAC, Spring Security, Okta, AWS Cognito, IAM, and encryption modules.
· Implementing PCI DSS, HIPAA, GDPR, HITRUST, SOC 2, and other industry compliance standards in cloud and on-prem environments.
· Expertise in building CI/CD pipelines using Jenkins, GitHub Actions, GitLab CI/CD, Bamboo, Maven, Gradle, and Azure DevOps to enable continuous integration and delivery.
· Skilled in automated testing frameworks including JUnit 5, Mockito, TestNG, Cucumber, Selenium, Jasmine, Karma, Mocha, Chai, Playwright, and Cypress.
· Experience designing event-driven architectures leveraging Kafka, RabbitMQ, JMS, AWS SNS, and SQS for asynchronous processing and scalability.
· Proficient in relational and NoSQL databases including Oracle, PostgreSQL, MySQL, MongoDB, Cassandra, DynamoDB, Cosmos DB, Redis, and SQLite.
· Expertise in monitoring and observability using ELK stack, Splunk, AppDynamics, Prometheus, Grafana, AWS CloudWatch, AWS X-Ray, OpenTelemetry, Zipkin, and Sleuth.
· Strong background implementing Agile methodologies like Scrum, Kanban, Waterfall, and Hybrid Agile to deliver high-quality software iteratively.
· Designing RESTful, SOAP, JAX-RS, and GraphQL APIs with Swagger/OpenAPI documentation to ensure integration and maintainability.
· Skilled in version control systems including Git, Subversion (SVN), Bitbucket, and ClearCase for source code management and collaboration.
· Familiar with project management and collaboration tools such as JIRA, Confluence, Dimensions, and Microsoft Teams.
· Experienced in cloud migration and lift-and-shift projects with landing zone setup, multi-account governance, security controls, and cost optimization.
· Proficient in log aggregation, tracing, and analysis to reduce mean time to recovery (MTTR) and improve operational excellence.
· Mentoring and leading cross-functional teams, performing code reviews, knowledge sharing, and driving adherence to coding standards and best practices.
· Strong emphasis on DevSecOps practices integrating security in the CI/CD pipeline, vulnerability scanning, and threat modeling.
· Expertise in data migration, ETL pipelines, and batch processing using Spring Batch, AWS Glue, and other orchestration tools.
· Implementing fine-grained access control using IAM roles, policies, and attribute-based access control (ABAC) models.
· Proven ability to deliver robust, secure, scalable, and compliant software solutions aligned with business objectives and industry standards.


Technical Skills: 

	Programming Languages
	Java (8-21), JavaScript, TypeScript, Python, PHP, PL/SQL, SQL, Shell Scripting

	Java Frameworks
	Spring Boot, Spring MVC, Spring Security, Spring Batch, Spring AOP, Hibernate, JPA

	Frontend Frameworks 
	AngularJS, Angular (v14), React.js, Node.js, Express.js

	Web Services and APIs
	RESTful, SOAP, JAX-RS, GraphQL, Swagger/OpenAPI

	Cloud Platforms
	AWS (EC2, S3, Lambda, ECS, EKS, API Gateway, RDS, DynamoDB, SNS, SQS, Cognito), Azure (AKS, DevOps, Active Directory), GCP (Cloud SQL, Pub/Sub, Monitoring)

	Infrastructure as Code:
	Terraform, CloudFormation, Ansible, Helm, Terragrunt

	Containers and Orchestration
	 Docker, Kubernetes, OpenShift, Helm Charts

	Build and CI/CD Tools
	Jenkins, GitHub Actions, GitLab CI, Bamboo, Maven, Gradle, Apache Ant

	Version Control
	Git, SVN, Bitbucket, ClearCase, Dimensions

	Databases
	Oracle (11g, 12c, 19c), PostgreSQL, MySQL, MongoDB, Cassandra, DynamoDB, Cosmos DB, Redis, SQLite

	Messaging and Event Processing
	Kafka, RabbitMQ, JMS, AWS SNS/SQS

	Testing Tools
	JUnit, Mockito, TestNG, Selenium, Cucumber, Jasmine, Karma, Mocha, Chai, Playwright, Cypress

	Monitoring and Logging
	ELK Stack (Elasticsearch, Logstash, Kibana), Splunk, AppDynamics, Prometheus, Grafana, AWS CloudWatch, X-Ray, OpenTelemetry, Zipkin

	Security and Compliance
	OAuth2, OIDC, JWT, SAML, RBAC, LDAP, Spring Security, Okta, AWS IAM, KMS, PCI DSS, HIPAA, GDPR, HITRUST

	
Agile and Project Tools:

	JIRA, Confluence, Scrum, Kanban, Waterfall, Hybrid Agile, Microsoft Teams



Professional Experience: 
Client: IDB Bank _ NYC, NY.                                                                                                                         Jan 2024 – Till Date
Role: Sr. Java Full Stack Developer 
Responsibilities: 
· Designed and developed scalable Java 17 microservices using Spring Boot, Spring MVC, and WebFlux for event-driven banking applications.
· Implemented reactive programming models to enhance throughput and reduce latency on core banking transactions.
· Automated end-to-end CI/CD pipelines using Jenkins, GitHub Actions, and Maven, enabling seamless releases with automated rollback capabilities.
· Developed RESTful APIs following OpenAPI/Swagger specifications for internal and external banking system integrations.
· Integrated Kafka and RabbitMQ for asynchronous messaging, decoupling microservices and improving scalability and fault tolerance.
· Led migration of legacy monolithic banking applications to microservices with Docker containers orchestrated on AWS EKS.
· Developed and maintained AWS infrastructure using Terraform and Helm, ensuring multi-region high availability and disaster recovery.
· Implemented secure authentication using OAuth2, JWT, SAML, AWS Cognito, and IAM policies aligning with PCI DSS and GDPR standards.
· Designed Angular 14 based front-end dashboards to provide real-time banking metrics, account management, and transaction monitoring.
· Architected batch processing solutions with Spring Batch and AWS Lambda to automate daily transaction reconciliation and settlement processes.
· Coordinated database schema design, indexing, and query optimization for Oracle and PostgreSQL systems managing critical banking data.
· Utilized ELK stack and AWS CloudWatch for centralized logging, monitoring, and alerting to proactively identify application issues.
· Developed anomaly detection workflows leveraging Kafka streams and AWS Kinesis for fraud detection and risk assessment in real-time.
· Participated actively in Agile Scrum ceremonies, sprint planning, retrospectives, and daily stand-ups to ensure team alignment and transparency.
· Conducted code reviews to enforce best practices in Java, Spring, DevOps, and security protocols, mentoring junior and mid-level developers.
· Integrated third-party payment gateways and APIs to enable multi-currency transactions, card processing, and ACH transfers.
· Supported GDPR and HIPAA regulatory audits by implementing data encryption, access controls, and detailed transaction logging.
· Optimized cloud resource usage to reduce AWS costs by 20% through rightsizing and automation of idle resource termination.
· Developed and maintained API gateway configurations for routing, rate limiting, and security policies using AWS API Gateway and Kong.
· Led implementation of distributed tracing with OpenTelemetry, Zipkin, and AWS X-Ray to improve end-to-end transaction visibility.
· Built custom monitoring dashboards using Prometheus and Grafana tracking SLA adherence, error rates, and system latency.
· Automated application scalability using Kubernetes Horizontal Pod Autoscaler and AWS Autoscaling Groups responding to variable load.
· Integrated secure message queues with encryption-at-rest and in-transit compliance for sensitive financial data transports.
· Collaborated with cross-functional teams including QA, security, and Ops to streamline release pipelines and ensure production readiness.
· Designed fault-tolerant architectures with circuit breakers, retries, and fallback mechanisms using Resilience4j and Spring Cloud Netflix.
· Developed comprehensive unit, integration, and e2e tests using JUnit, Mockito, Selenium, and Cucumber.
· Managed deployments across multiple environments (dev, test, UAT, prod) with zero downtime and blue-green deployment strategies.
· Conducted root cause analysis and postmortems for production incidents reducing recurrence through actionable recommendations.
· Guided the team on adopting DevSecOps practices including static code analysis with SonarQube, Fortify, and vulnerability scanning.
· Enhanced system documentation, including API guides, sequence diagrams, and architecture decision records for knowledge sharing.
· Participated in client presentations and demos, translating technical solutions into business value for banking stakeholders.
· Implemented role-based access control at application and infrastructure layers to meet audit and compliance requirements.
· Championed modernization efforts including cloud migration, containerization, and automation to improve time-to-market.
· Supported continuous improvement processes and contributed to team growth through coaching and knowledge sharing sessions.
· Designed and implemented cloud-native event sourcing and CQRS patterns for improved transaction traceability and scalability.
· Collaborated with security teams to implement penetration testing, vulnerability mitigation, and incident response plans aligned with ISO 27001 standards.
Environment: Java 8/11/17, Spring Boot, Spring MVC, Spring Security, Spring Cloud, Spring Batch, Hibernate, JPA, Apache Kafka, RabbitMQ, AWS (EC2, S3, Lambda, API Gateway, SNS, SQS, Cognito, EKS, RDS, DynamoDB), Angular 14, Docker, Kubernetes, Helm, Terraform, Jenkins, GitHub Actions, Maven, Gradle, ELK Stack (Elasticsearch, Logstash, Kibana), Splunk, Prometheus, Grafana, AWS CloudWatch, X-Ray, OpenTelemetry, Oracle, PostgreSQL, MySQL, Redis, SQL, PL/SQL, Swagger/OpenAPI, Cucumber, JUnit, Mockito, Selenium, Jira, Confluence, OAuth2, JWT, SAML, Spring Security.

Client: UHG – Indianapolis, IN.                                                                                                                     Mar 2022 – Dec 2023 
  Sr. Java J2EE Developer
Responsibilities: 
· Architected and delivered scalable microservices using Java 17 and Spring Boot, transforming monolithic healthcare systems to cloud-native AWS ECS/EKS solutions.
· Implemented HIPAA- and HITRUST-compliant authentication using OAuth2, SAML, and OpenID Connect, securing sensitive patient data.
· Designed and optimized event-driven data pipelines with Kafka and RabbitMQ for real-time claims processing and patient eligibility workflows.
· Automated CI/CD pipelines incorporating static/dynamic security analysis, accelerating release cycles and reducing vulnerabilities by 40%.
· Modernized batch processes by migrating to Spring Batch and AWS Lambda, increasing processing efficiency by 50%.
· Developed RESTful and SOAP APIs with Swagger documentation for seamless integration and interoperability with healthcare partners.
· Spearheaded Kubernetes and Helm orchestration to achieve zero downtime deployments and ensure 99.99% uptime.
· Enhanced monitoring using ELK stack, AWS CloudWatch, and Prometheus, lowering incident response times by 35%.
· Mentored junior developers on best practices in secure coding, cloud native design, and Agile delivery methodologies.
· Engaged with security and audit teams to implement encryption, access controls, and penetration testing aligned with compliance needs.
· Enforced fine-grained RBAC and encryption key management via AWS KMS to safeguard protected health information.
· Led root cause analysis for production issues, achieving a 30% reduction in critical defects.
· Collaborated with compliance and product teams to translate changing healthcare regulations into technical solutions.
· Automated blue-green deployments across multi-environments ensuring safe, streamlined production releases.
· Documented technical designs, runbooks, and operational procedures to support maintainability and onboarding.
· Utilized Jira and Confluence for Agile project tracking and team collaboration ensuring clear communication.
· Delivered technical presentations and demos translating complex solutions to business stakeholders and compliance reviewers.
· Designed and implemented automated audit trails and reporting systems to meet strict healthcare compliance regulations and enable traceability.
· Participated in capacity planning and performance tuning efforts to optimize JVM, database, and network resources under high transactional loads.
· Implemented secure API gateway policies and traffic throttling to safeguard backend services from abuse and denial-of-service attacks.
· Collaborated with cross-functional DevOps teams to enhance cloud security posture through continuous security assessments and incident response readiness.
· Led proof-of-concept initiatives exploring emerging cloud-native technologies and microservices patterns to drive innovation within the healthcare platform.
Environment: Java 11/17, Spring Boot, Spring MVC, Spring Security, Spring Batch, Hibernate, JPA, Kafka, RabbitMQ, AWS (ECS, EKS, S3, Lambda, RDS, DynamoDB, SNS, SQS, Cognito), Angular 14, Docker, Kubernetes, Helm, Terraform, Jenkins, GitLab CI, Maven, Gradle, ELK Stack (Elasticsearch, Logstash, Kibana), AWS CloudWatch, Prometheus, Grafana, Oracle, PostgreSQL, Swagger/OpenAPI, JUnit, Mockito, Cucumber, Selenium, OAuth2, OpenID Connect, SAML, Jira, Confluence.


Client: Comcast – Philadelphia, PA.                                                              				  Jan 2021 – Nov 2021                                                                      
Role: Java Developer
Responsibilities: 

· Engineered high-performance Java 11 microservices using Spring Boot, improving subscriber management system scalability and response times.
· Designed and implemented REST APIs integrated with critical billing and CRM platforms, enhancing data interoperability and operational workflows.
· Automated batch processes using Spring Batch, streamlining device lifecycle management and reducing operational delays.
· Migrated legacy SOAP services to RESTful APIs, increasing maintainability and reducing response latency.
· Developed Kafka-based event processing systems ensuring reliable handling of millions of device and subscriber events daily.
· Created dynamic Angular 10 dashboards providing real-time device and subscription insights, boosting user engagement.
· Implemented robust API security measures using OAuth2 and role-based access control to safeguard customer data.
· Standardized environments using Docker containerization, accelerating development and deployment cycles.
· Developed CI/CD pipelines with Jenkins and GitLab CI, supporting automated builds, testing, and zero-downtime deployments.
· Enhanced code quality through comprehensive unit and integration testing with JUnit, Mockito, and Cucumber.
· Deployed monitoring and alerting with ELK Stack and Grafana, proactively detecting and resolving system issues.
· Integrated fault tolerance patterns such as circuit breakers and retries using Spring Cloud Netflix Hystrix to ensure continuous service availability.
· Actively participated in Agile ceremonies to align development with evolving business priorities.
· Collaborated with QA teams to rapidly resolve defects and improve product stability.
· Authored detailed technical documentation, facilitating knowledge sharing and onboarding.
· Optimized database queries and schema designs in Oracle and NoSQL environments, improving data retrieval times.
· Implemented centralized logging and exception handling strategies to enhance operational visibility.
· Configured API gateways for rate limiting, security enforcement, and efficient service routing.
· Executed blue-green deployments ensuring seamless production releases with no downtime.
· Developed comprehensive data validation and error recovery mechanisms to maintain application reliability.
· Built automation tools reducing manual intervention and accelerating routine operational tasks.
· Liaised regularly with business stakeholders to clarify requirements and demonstrate progress.

Environment: Java 17, Spring Boot 3 (Web/Security/Data), RESTful APIs, Angular, MapStruct, Orika, Amazon EKS, API Gateway, SNS/SQS, Apache Kafka (MSK), Aurora PostgreSQL, Redis (ElastiCache), AWS S3, AWS Glacier, CloudWatch, X-Ray, OpenTelemetry, Prometheus, Grafana, SonarQube, Snyk, Fortify, Jenkins, GitHub Actions, CodePipeline, Docker, Terraform, Helm, Spring Security, OAuth2, OIDC, JWT, IAM, Linux shell scripting, Agile/Scrum.


Client: Birlasoft – Hyderabad, India.                                                                                                      Apr 2017 – Jul 2020
Role: Java Software Engineer
Responsibilities: 
· Implemented Java Message Service (JMS) for reliable asynchronous messaging, enabling seamless communication across distributed enterprise systems.
· Performed unit testing with JUnit and Mockito, strengthening code stability and reducing production defects in core enterprise applications.
· Managed builds and automated CI/CD pipelines with Jenkins, improving release frequency and accelerating delivery cycles.
· Developed backend modules using Java, Spring Framework, and Hibernate ORM, applying modular design for scalable and maintainable enterprise systems.
· Applied MVC architecture with JSP, JSTL, and EJB, creating maintainable and reusable components for multi-tier web applications.
· Wrote and optimized SQL/PL-SQL queries and stored procedures in Oracle/MySQL/PostgreSQL, improving data access performance and transactional consistency.
· Integrated logging and monitoring with Log4J, improving error traceability and system observability during testing and production.
· Leveraged Spring IoC and Dependency Injection (DI) principles to improve reusability, flexibility, and maintainability of services.
· Designed and consumed SOAP-based Web Services (WSDL) for secure integration between internal and external enterprise systems.
· Collaborated in an Agile team environment with developers, testers, and product owners, contributing to sprint planning, code reviews, and iterative delivery.
Environment: Java, Spring Framework, Hibernate, RESTful APIs, Oracle, MySQL, PostgreSQL, JMS, JUnit, Mockito, Jenkins, SOAP/WSDL, PL/SQL, EJB, JSP, JSTL, Log4J, Git, Eclipse, Agile/Scrum.

Client: PayPal – Chennai, India.                                                                                                              Aug 2014 – Mar 2017 
Role: Java Developer
Responsibilities: 

· Applied Waterfall Model, Agile methodologies (Scrum), and Test-Driven Development.
· Designed backend classes using Servlets, core Java, and PL/SQL for request processing and response generation.
· Utilized Hibernate for improved application throughput and created mappings for existing table structures.
· Analyzed Maven dependency management to annotate dependencies for Microservices in Gradle.
· Used Jenkins for continuous integration and Maven for building EAR files.
· Served as the point of contact for on-call support in the production team on a rotational basis.
· Implemented order-grouping module with multi-threading concepts and Java concurrency features.
· Wrote Stored Procedures and complex queries in Oracle 11g database.
· Extensively worked on RESTful web services using JAX-RS and jersey parsers.
· Developed Microservices and APIs using Core Spring, Spring MVC, and JMS for messaging between APIs and Microservices.
· Contributed to the Analysis, Design, Development, UAT, and Production phases of the application.
· Designed and developed JUnit test cases during development.
· Developed Session Beans for processing user requests and managing database information.
· Implemented various J2EE design patterns for a clear and manageable distribution of roles.
· Contributed to performance tuning, and monitored end-of-day load, and application behavior.

Environment: Java, Oracle, PL/SQL, Spring, Spring Boot, Spring MVC/JDBC, Maven, Jenkins, Linux VMs, Selenium, Test NG, WebLogic, JBOSS, Hibernate
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